Marking

Commonly used methods are,

· CoS [ISL 802.IP]

· DSCP

· IP Precedence

CoS

Ethernet 802.IQ class of service.

An Ethernate frame with VLAN tagging is shown below.
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802.IQ is for IEEE standard for VLAN implementation.

TPID
-     Tag Protocol Identifier
-    2 bytes

TCI
-     Tag Control Information
-     2 bytes

TPID is fixed and assigned the value Hexa 8100.

TCI fixed composed of following three fields.

PRI

-
user priority bit – 3 bits.

CFI

-
Canonical Format Identifier – 1 bit




[Used for compatibility between Ethernet and Token Ring]

VLAN ID
-
VLAN Identifier

The PRI bits are used for CoS.  The specifications of these three bits are defined in IEEE 802.IP.

	CoS
	Applications
	Remarks

	7

6

5

4

3

2

1

0
	Reserved

Reserved

Voice Bearer

Video Conferencing

Call-signaling

High priority data

Medium priority data

Best effort data
	Network

Internet


Frame Relay ATM, and MPLS also can mark QoS.

Frame Relay
-
DE bit

ATM

-
CLP bit

MPLS

-
Experimental bits

IP Precedence

For IP precedence, first three bits of ToS bits of IP header is used.
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             IP Precedence


The classification is same as CoS.

Differentiated Services Code Point [DSCP]
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Six most significant bits of ToS byte are used or DSCP.

The DiffServ model uses the Diffserv field in the IP header to mark packets according to their classification into behavior aggregates [BAs].  The DiffServ field occupies the same eight bits of the IP header that were previously used for the ToS byte.

There are three IETF standards describing the purpose of those eight bits:

· RFC 791 includes specification of the ToS field where the high-order three bits are used for IP precedence.  The other bits are used for delay, throughput, reliability, and cost.

· RFC 1812 modifies the meaning of the ToS field by removing meaning from the five low-order bits (those bits should all be zero).  This gained widespread use and became known as the original IP precedence.

· RFC 2474 replaces the ToS field with the DiffServ field where the six high-order bits are used for the DSCP.  The remaining two bits are used for explicit congestion notification.

Each DSCP value identifies a BA.  Each BA is assigned a per-hop behavior (PHB).  Each PHB is implemented using the appropriate QoS mechanism or a set of QoS mechanisms.

The following PHBs are defined by IETF standards:

· Default PHB:  Used for Best-Effort service (bits 5 to 7 of DSCP = “000”).

· Expedited Forwarding PHB:  Used for low-delay service (bits 5 to 7 of DSCP = “101”).

· Assured Forwarding PHS:  Used for guaranteed bandwidth service (bits 5 to 7 of DSCP = “001”, “010”, “011” or “100”)

· Class Selector PHB:  Used for backward compatibility with non-DS-compliant devices (RFC 1812 compliant devices [bits 2 to 4 of DSCP = “000”])

The EF PHB is identified, based on the following parameters:

· Ensures a minimum departure rate.  Provides the lowest possible delay to delay-sensitive applications.

· Guarantees bandwidth. Prevents starvation of the application if there are multiple applications using EF PHB.

· Polices bandwidth.  Prevents starvation of other applications or classes that are not using this PHB.

· Packets requiring Expedited Forwarding should be marked with DSCP binary value “101110” (46 or 0x2E).

Non-DiffServ-compliant devices will regard EF DSCP value “101110” as IP precedence 5 (101).  This precedence is the highest user-definable IP precedence and is typically used for delay-sensitive traffic (such as VoIP).  Bits 5 to 7 of the EF DSCP value are “101”, which matches IP precedence 5 and allows backward compatibility.

The Assured Forwarding (AF) PHB is identified, based on the following parameters:

· Guarantees a certain amount of bandwidth to an AF class.

· Allows access to extra bandwidth, if available.

· Packets requiring AF PHB should be marked with DSCP value “aaadd0” where “aaa” is the number of the class and “dd” is the drop probability.

There are four standard-defined AF classes.  Each class should be treated independently and have allocated bandwidth that is based on the QoS policy.

As illustrated in the following tables, there are three DSCP values assigned to each of the four AF classes.

	Class
	Value

	AF1
	001
	dd
	0

	AF2
	010
	dd
	0

	AF3
	011
	dd
	0

	AF4
	100
	dd
	0


	Drop

Probability

(dd)
	Value
	AF

Value

	Low
	01
	AF11

	Medium
	10
	AF12

	High
	11
	AF13


AF Class

	AF Class
	Drop Probability
	DSC Value

	AF Class 1
	Low
	001 01 0

	
	Medium
	001 10 0

	
	High
	001 11 0

	AF Class 2
	Low
	001 01 0

	
	Medium
	010 10 0

	
	High
	010 11 0

	AF Class 3
	Low
	011 01 0

	
	Medium
	011 10 0

	
	High
	011 11 0

	AF Class 4
	Low
	100 01 0

	
	Medium
	100 10 0

	
	High
	100 11 0
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